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Abstract

Existing distributed system fuzzers are limited by coarse-
grained, nondeterministic event control and weak support
for systematic schedule mutation. They rely on timing pertur-
bations (e.g., injecting delays), which can influence execution
but do not precisely realize the fine-grained event orderings
that trigger many distributed bugs. In addition, they do not
integrate systematic schedule exploration with mutation,
making exploration less effective in large search spaces.

This paper presents Tamias, the first distributed system
testing tool to integrate transparent, feedback-guided in-
put exploration with systematic concurrency exploration.
TaMmias is built on two insights: effective distributed-system
fuzzing requires feedback determinism rather than full exe-
cution determinism, and systematic scheduling algorithms
can be integrated with feedback-guided mutation through
a replay-explore strategy that allows them to benefit from
prior executions while jointly exploring the input and sched-
ule spaces. Guided by these insights, Tamias combines light-
weight feedback-deterministic transparent event control with
feedback-guided input and concurrency exploration, enabling
effective distributed system testing.

We evaluate TamiAs on six widely used distributed sys-
tems implemented in C/C++ and Go, without requiring source-
code modifications. Tamias found 12 new bugs across ma-
ture releases. Our ablation study shows that replay-explore
mutation improves branch coverage by up to 22% and also
improves bug-finding effectiveness. Tamias improves branch
coverage over the state of the art and achieves feedback deter-
minism for branch coverage on all evaluated target systems.
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1 Introduction

Distributed system bugs remain a major threat to modern
systems, causing data loss, service downtime, and semantic
violations [27, 41, 43]. Such bugs are inherently difficult to
detect because they are often triggered by complex combi-
nations of different factors, such as specific user inputs and
subtle fine-grained event orderings.

Fuzzing techniques have recently achieved great success in
testing system software [9, 13, 19, 24, 25, 52, 66, 73, 80], lead-
ing to growing interest in adopting feedback-based fuzzing
to test distributed systems [15, 57, 58, 86]. These fuzzers au-
tomatically explore the user input space, reducing the devel-
oper burden of manual test construction, and use feedback-
guided mutation to repeatedly and effectively discover test
cases that uncover previously unseen behaviors.

However, while these properties make fuzzing attractive,
state-of-the-art distributed system fuzzers suffer from two
key design limitations that reduce testing effectiveness [58,
86]. First, they assume that fine-grained, deterministic, and
transparent event control is impractical for real-world sys-
tems, arguing that it “requires complex OS-scale interposi-
tion” [58]. Thus, they provide only nondeterministic, coarse-
grained event scheduling: instead of precisely selecting the
next enabled event at each program step, such as a specific
message delivery, timer event, or thread wakeup, they typi-
cally rely on the OS scheduler and coarse perturbation mech-
anisms, such as injected delays, to indirectly bias event or-
dering. This control limitation has two consequences. First,
it constrains the fuzzer’s ability to trigger bugs that depend
on specific fine-grained event interleavings, thereby reduc-
ing the scope of bugs that can be found. Second, the lack
of control reduces fuzzing stability, making retained test
cases less reliable as corpus seeds for subsequent feedback-
guided mutation and making it harder to discover deeper
execution paths. This point is also emphasized in the official
documentation of widely used fuzzers [1, 32, 52, 75].
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Second, state-of-the-art approaches do not integrate con-
currency exploration algorithms with feedback-guided mu-
tation. Instead, they create event orderings through timing-
based perturbations. However, such perturbations provide
no clear guarantees about which schedules are explored.
Prior work (e.g., PCTCP) [65, 81, 82] on distributed system
concurrency testing and our experience have shown that
scheduler structure is critical: prior algorithms provide inter-
pretable coverage of the schedule space and stronger cover-
age guarantees for finding bugs. In turn, stronger coverage
guarantees allow testing tools to avoid exploring equivalent
states or schedules and to prioritize exploring those that are
more likely to uncover bugs according to heuristics based on
analyses of real-world bugs, thereby improving effectiveness.

Overcoming these limitations, i.e., coarse-grained, nonde-
terministic event control and the lack of integration between
concurrency exploration algorithms and feedback-guided
fuzzing, is challenging. First, achieving deterministic fine-
grained event control in real-world systems is difficult be-
cause stronger determinism requires controlling increasingly
detailed low-level behaviors that the underlying OS itself
leaves as nondeterministic, eventually pushing the design to-
ward OS-scale re-implementation. This added complexity in
turn reduces compatibility, because the more OS semantics
the framework must control, the harder it becomes to support
real applications correctly and completely. As a result, such
deterministic fine-grained control is rare in prior distributed-
system testing work. To our knowledge, Modist [81], a dis-
tributed system model checker, is the only exception, al-
though it does not clearly evaluate or quantify the achieved
determinism and does not use a feedback-guided mutation-
based approach. Second, although concurrency exploration
algorithms provide useful exploration properties, they do
not naturally fit the feedback-guided mutation workflow of
fuzzing. For example, concurrency exploration algorithms
such as random walk and PCTCP generate schedules from
scratch for each execution, making it unclear how to de-
rive new schedules from prior feedback-selected runs while
preserving most of their exploration properties.

This work addresses the challenge of deterministic fine-
grained event control and the challenge of integrating muta-
tion with exploration algorithms through two key insights.
First, full execution determinism is stronger than effective
fuzzing exploration actually requires. Instead, it is sufficient
to provide fine-grained event control with feedback deter-
minism, i.e., the execution of the same test case produces
the same feedback during fuzzing. This relaxed determinism
helps fuzzing effectiveness by making the corpus a stable
basis for exploration: each retained test reliably reproduces
the feedback for which it was retained, allowing subsequent
mutations to build on that discovery and explore deeper
behaviors. Feedback determinism is sufficient for fuzzing
effectiveness because feedback defines the behavior abstrac-
tion over which fuzzing explores; nondeterminism invisible
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Figure 1. TAMIAS overview.

to this abstraction does not affect the fuzzer’s exploration
decisions, while controlling it would increase the complexity
of event control. Second, systematic scheduling algorithms
need not be limited to generating executions from scratch.
Instead, mutation can be integrated with scheduling algo-
rithms by operating at different levels, through a principled
replay—explore strategy that reuses prefixes from interesting,
previously discovered tests.

Guided by these insights, we build Tamias (Figure 1), the
first transparent distributed-system fuzzer that integrates
feedback-guided input generation with systematic concur-
rency exploration. Here, systematic means that TAMIAS ex-
plicitly controls the execution order of enabled events and
selects each event using a feedback-guided exploration al-
gorithm, rather than merely biasing the OS scheduler with
sleeps or randomly mutating delays. Transparent means that
TaMiAs tests unmodified distributed systems.

Tamias targets branch coverage determinism since it uses
branch coverage as feedback. We show that this fuzzing-
oriented determinism goal enables a lightweight transparent
fine-grained event-control design. Specifically, Tamias com-
bines a transparent network proxy for message interposi-
tion, sched_ext with eBPF for thread-scheduling control, and
lightweight system-call interception for timers via timeout
rewriting. Together with a few additional nondeterminism-
mitigation techniques, these mechanisms allow Tamias to
achieve feedback determinism for branch coverage while
preserving compatibility with real-world systems.

Tamias’s replay-explore strategy allows it to jointly mu-
tate inputs and event schedules while incorporating existing
scheduling algorithms for concurrency exploration. Instead
of perturbing individual events with ad hoc delays, Tamias
first replays the prefix of a corpus test case and then explores
a different suffix by dynamically reconfiguring the scheduler
policy through changes to the inputs that guide scheduler de-
cisions, such as the scheduling algorithm’s pseudo-random
seed, the set of enabled user inputs, and the virtual clock
speed. This lets the fuzzer derive structured schedule variants
from prior interesting executions while preserving compati-
bility with existing concurrency exploration algorithms. It
also makes the algorithms naturally compatible with user
input mutation: newly inserted user inputs can be enabled
only after a chosen scheduling step, allowing earlier execu-
tion prefixes to be replayed and reused. Concretely, TAMIAS
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Figure 2. Nuraft-1: A crash bug found in Nuraft [3]. Some
events (e.g., voting messages) are omitted for simplicity.

represents a test case as two programs: an input program
consisting of external input commands, and a scheduler-
control policy program consisting of commands (s, p) that
apply policy change p at scheduling step s. Mutation oper-
ates over these two programs, enabling replay-explore-style
joint mutation of inputs and schedules.

We evaluated TaMi1AsS on six popular distributed systems
implemented in C/C++ and Go: Redis, ETCD, MySQL, Mon-
goDB, Nuraft, and Braft, without code modifications. Across
mature releases of these systems, Tamias found 12 new bugs
with serious consequences, ranging from crashes and mem-
ory errors to semantic violations. TAMIAS outperforms the
state-of-the-art distributed-system fuzzer DistFuzz on the
four shared targets, increasing branch coverage by up to
47% and demonstrating the value of fine-grained event con-
trol and more systematic schedule exploration. We also con-
ducted an ablation study of our proposed test-case mutation
approach, which improves final branch coverage on the ma-
jority of targets under both scheduling algorithms by up to
22%, while also increasing bug-finding effectiveness. Our ab-
lation results further suggest that Tam1as is especially helpful
when the input space is large, i.e., when the target systems
support a large number of different types of user requests.
Tamias achieves branch coverage feedback determinism in
our evaluation. The Tamias artifact is open source [48].

2 Background and Motivation
2.1 Distributed System Fuzzing

Although existing distributed-system fuzzers [57, 58, 86]
have shown promise in exploring the input space through
feedback-guided mutation, they lack fine-grained control
over nondeterministic events and use timing-based event
perturbation to generate event schedules.

For instance, Mallory [58], an extension of Jepsen that uses
feedback to guide fault injections, does not explicitly control
fine-grained internal events such as individual message de-
liveries, timer firings, or thread wakeups. DistFuzz [86] uses
message sequence feedback to mutate client and message
events, faults, and their relative timing. However, DistFuzz
influences internal event ordering indirectly through timing-
based perturbations; Tamias instead integrates feedback-
guided mutation with a concurrency-exploration algorithm
that explicitly selects the next enabled message-delivery,
timer, or thread-scheduling event.
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This design, based on coarse-grained event control and
non-systematic mutation, is insufficient for effective test-
ing. Distributed-system behavior depends jointly on user
input and fine-grained event schedules, requiring effective
exploration of the combined test space. The ability to de-
terministically enforce fine-grained schedules is crucial not
only for uncovering the specific schedules that trigger subtle
bugs, but also for progressively and consistently exploring
new behaviors that increase system coverage. To further
illustrate this point, we next discuss a case study from a
real-world distributed system.

Nuraft bug case study. The Nuraft-1 bug (shown in Fig-
ure 2) was found by TamiAs in Nuraft [3], a Raft consensus
implementation used by eBay and several open-source sys-
tems, such as ClickHouse. The bug is triggered when node
N1 receives two InstallSnapshot requests across a leader
transition: one finishes before N1 becomes the leader, while
another is processed after N1 becomes the leader.

To trigger this bug, user inputs must first grow the Raft
log sufficiently and cause N1 to fall behind the leader (€)).
In term X, node N1 receives an InstallSnapshot request,
M, (@) Before node N1 finishes processing M;, node NO
times out, wins a new election, and becomes the leader
for term X + 1. As the new leader, node NO sends another
InstallSnapshot request, Mj, to node N1 (@). Node N1 then
completes processing of snapshot M, (@). Afterward, node
N1 itself times out, wins the next election, and becomes the
leader in term X + 2. At this point, as the processing of the
InstallSnapshot request M; is about to finish, the code ob-
serves that N1 is now a leader, violating the internal assertion
that a leader must not be installing a snapshot (@).

In summary, this bug requires very specific user inputs
and a fine-grained event ordering within an execution in-
volving tens to hundreds of messages and thread-scheduling
decisions, making it a needle-in-a-haystack search. Even a
principled scheduling algorithm such as PCTCP may strug-
gle to discover such an ordering efficiently, as its probability
guarantee weakens with increasing bug depth and execution
length [65]. In §5.2, we show how mutation helps expose this
bug by letting PCTCP build on past successful executions,
rather than restarting from scratch, and gradually reach
deeper bug-triggering states.

2.2 Our Insights

As discussed, enforcing deterministic fine-grained schedules
and integrating feedback-based mutation with systematic
schedule exploration are two key challenges in effective
testing. TamiAs addresses these challenges with two insights.
Insight 1: Fine-grained scheduling using feedback de-
terminism is sufficient and practical. Our goal for deter-
minism is to support effective feedback-guided exploration,
rather than to reproduce every execution detail as required
by deterministic debugging [62]. For fuzzing, the key role
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of determinism is to provide a stable corpus [1, 32, 52, 75]: a
test is retained because it reaches new feedback, and subse-
quent mutations use that test as a basis for exploring further
behaviors. If rerunning a retained test does not reproduce
that feedback, the corpus no longer provides a reliable start-
ing point for exploration. For example, if a retained test no
longer reproduces the feedback reached after partitioning
the leader, appending a write may no longer exercise the
intended failover behavior. Thus, greybox fuzzing requires
retained feedback to be reproducible. Since feedback defines
the behavior abstraction over which the fuzzer explores,
making this feedback deterministic already stabilizes the
fuzzer’s exploration space; controlling execution determin-
ism invisible to feedback provides no additional stability for
this purpose.

This relaxed determinism requirement is important in

practice. Pursuing full execution determinism often requires
broad interception and emulation of OS semantics, which
increases overhead and enlarges the compatibility surface for
real-world applications. For large, feature-rich distributed
systems, this can make transparent support difficult to pro-
vide. By requiring only feedback determinism, we show that
a distributed system fuzzer can use a simpler event-control
design. For example, TamI1As uses a lightweight transparent
proxy for network interception rather than emulating the full
network stack, avoiding both the large network system-call
surface and the complexity of full protocol emulation. An-
other example is the complex procfs interface, which Tamias
currently does not emulate because it does not usually cause
instability in branch-coverage feedback.
Insight 2: Integrating scheduling algorithms with mu-
tation through a replay-explore strategy. Our second in-
sight is that, instead of generating each event schedule from
scratch, the fuzzer can guide the scheduling algorithm to
produce a mutated schedule using a principled replay-explore
strategy. Given an event schedule from the corpus, the fuzzer
first lets the scheduling algorithm replay an execution prefix
using the original scheduling-policy configuration, such as
the same PRNG seed and enabled inputs. It then reconfigures
the scheduler during execution, for example, by changing
the PRNG seed or enabling new inputs, so that the remain-
ing execution diverges into a different schedule and explores
different behaviors. This lets the fuzzer reuse schedules that
have already exposed interesting behavior, such as previ-
ously uncovered branches, and continue exploration from
there toward deeper behaviors.

3 Tamias Design

Tamias targets unmodified, multithreaded distributed sys-
tems that interact through message passing. TamIAs controls
and observes the system under test, allowing it to intercept
various events and manipulate their ordering. TaAMIAS can
also mutate system inputs, e.g., client requests, and observe
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Algorithm 1 Tamias fuzzing loop.

Require: Grammar G, scheduling algorithm A
1: corpus < {(CREATEINPUT(G), RANDSCHEDULE(A))}

: repeat
(I, o) < SELECTSEED( corpus) > pick seed test case
s « CHOOSESTEP(0) » pick divergence point in schedule
I’ «— MuTtaTeINPUT(], G, s) > mutate input after s

REPLAY
P — GETPOLICIES(0[0y))
RUN(A, L P,0,s)

EXPLORE

B

> reuse the same policies
> replay prefix [0, s)

8: (s, pa) < NEWScHPoLICY(A) > new scheduling policy
9: (s, pc) < NEwCrockPoricy() > new clock policy
10: (s, pi) « NewInpuTPoricy(I’) > new input policy
11: P — {(5,Pa). (5.2), (s, 1)} > update policies
12: 5[ s,00) < RUN(A, I, ﬁ s,00) » explore after s with policy P

COLLECT FEEDBACK

13: if HASNEWFEEDBACK() then
14: corpus < corpus U {{I', 0(os) || O7s,00)) }
15: end if

16: until time budget exhausted

the resulting behavior, including failure symptoms and feed-
back for fuzzing.

During test execution, TAMIAS controls both internal events
generated by the target system and external events that are
introduced from outside the target system. Internal events
are TCP message deliveries, timer firings, and thread sched-
uling events. §3.6 describes how TamMiAs interposes on each
event source. External events fall into two groups: The first
group consists of client-request and partition-fault events,
which the fuzzer generates and mutates as test inputs. Parti-
tion faults are injected between nodes in the target system
and affect their internal messages. Other external events,
namely start process and signal process events, are used for
test orchestration. For example, a start process event can
launch a server process on a designated container host.

3.1 Tamias Overview

Figure 1 provides an overview of the Tam1As testing environ-
ment. Unlike conventional single-node fuzzing, where a test
case typically consists only of program inputs, distributed-
system fuzzing must also control how nondeterministic events
are scheduled. A Tamias test case therefore consists of two
parts: an input program I and a schedule-control program
P. The input program I is a sequence of external commands,
e.g., client requests or network partition faults. The schedule-
control program P is a sequence of pairs (s, p), where s is a
scheduling step and p is a control action to apply at that
step, such as reseeding the scheduler or enabling newly
added inputs. When a test case is executed, the schedul-
ing algorithm A and virtual clock use these control actions
together with enabled events to generate a realized execution
schedule o, consisting of message deliveries, timer expira-
tions, thread scheduling decisions, and external events. The
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Algorithm 2 RuN(A, I, P, start, end).

Require: Algorithm A, input I, policies P, step range |start, end)
1: for s « start to end — 1 do

2: ArrryPoLicY(A, I, clk, P[s]) > apply policies at s (§3.4)
3: e «— ANExT() > A picks event
4: new < RUNANDINTERCEPT(e) > execute e; intercept new

events; wait for quiescence (§3.6)
5: A.ADDEVENTS(new) > add new events to A
6: if FiNisHED() then break > requests complete or timeout
7: end for
8: return observed schedule ¢’

schedule-control program is a unified abstraction that de-
scribes how the scheduler’s components guide an execution:
at selected scheduling steps, it reconfigures the scheduling
algorithm or virtual clock, while each scheduling algorithm
defines how algorithm-specific policies reconfigure its state.

Tamias supports two kinds of input commands: client re-
quests and fault commands, each mutated with type-specific
mutators. A client request consists of a destination node in-
dex and a request string. The destination is generated either
randomly or by reusing node indices from existing requests,
while the request string is generated or mutated from the
user-provided grammar using grammar-based mutation [5].
Note that the eventual request destination depends on the
client harness and the system’s routing logic. For SQL work-
loads, Tamias also integrates SQLSmith [67]. For fault com-
mands, the current prototype supports commands that create
and heal network partitions over selected host pairs.

At runtime, the scheduler translates each input command
into an external event, such as a client-request event or a
network-partition event. To execute a client-request event,
the scheduler sends a control message over TCP instructing
the client harness to issue the corresponding request. The
network partition fault event implementation is described in
§3.6.3. Each external event is assigned a unique ID, which the
schedule-control program can later reference to determine
when that event becomes enabled.

3.2 Tamias Fuzzing Loop

Algorithm 1 shows the high-level fuzzing loop of Tamias. It
follows the standard greybox fuzzing pattern of seed selec-
tion, mutation, execution, and feedback. As shown in line 1,
the algorithm starts with an initial corpus containing a single
test case, where the input is generated by CreateInput using
the system’s input grammar and the schedule is generated
by RandSchedule with the selected scheduling algorithm. In
each iteration, TAMIAS selects a seed test case from the cor-
pus (line 3) and then chooses a step s in the schedule o as
the divergence point (line 4).

For clarity, Algorithm 1 uses (I, o) as a high-level rep-
resentation of a test, pairing its input with its previously
observed scheduling trace. This abstraction makes replay
and exploration easier to describe. In the implementation,
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1 type SchedulingAlgorithm interface {
AddEvents(events [JEvent) // add events to the algorithm
Next() Event // get the next event
Reconfig(policy any) // apply a new policy

}

2
3
4
5
Figure 3. The scheduling algorithm interface.

TaMmias instead represents each test case as (I, P), where P is
a step-indexed program of policy updates. We next describe
how these policies realize replay and exploration.

Tamias replays the selected test case through step s by
running its input I and, at each scheduler-policy-update step
recorded in P, reconfiguring the scheduler with the original
policies: algorithm-specific policies (e.g., a PRNG seed), input
policies (e.g., which client requests are enabled), and virtual-
clock policies (i.e., when timers are selected) (lines 6-7). After
replaying the prefix, TaMiAs reconfigures the scheduler with
fresh policies and runs the system with the mutated input—
specifically, the new commands in the mutated input are
added beginning at step s, allowing the execution to diverge
and explore new behavior (lines 8-12). Finally, the fuzzer
compares the new execution’s branch coverage with the
global coverage bitmap and adds the mutated test case to
the corpus if it triggers a previously unseen branch (lines
13-14).

3.3 Replay-Explore Mutation Strategy

The replay-explore mechanism described above addresses
a fundamental mismatch between feedback-based test case
mutation in greybox fuzzing and schedule generation in dis-
tributed system concurrency exploration algorithms: Tradi-
tional greybox fuzzing reuses interesting seeds by mutating
them, but concurrency exploration algorithms such as ran-
dom walk and PCTCP are designed to generate complete
schedules from scratch. As a result, an interesting distributed
execution from a previous test is difficult to reuse directly: re-
running from the initial state wastes effort rediscovering the
same prefix, while mutating the input may perturb execution
so early that the useful state is never reconstructed.

Tamias addresses this mismatch with replay-explore mu-
tation. Replay provides local search: the shared prefix con-
strains the new execution to re-enter the same execution
neighborhood as the original corpus seed, rather than search-
ing again from the initial state. The suffix is then explored
systematically by the scheduling algorithms rather than by
ad hoc timing perturbation. After step s, Tam1as reconfigures
the scheduler, allowing the scheduling algorithm to explore
a new suffix from the reconstructed state according to its
exploration policy.

To make input mutation compatible with replay, TamiAs
delays newly added input commands until step s. The shared
part of the input reconstructs the replayed prefix, while the
new commands are enabled only when exploration begins.
In this way, both schedule and input mutation preserve the
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1: State: pseudorandom generator rng step event schedule

2: State: enabled event list E 0

3: function NexT()

4: return PorPRAND(E, rng) 1 config(seed:.)
5: end function

6: function RECONFIG(seed) > ‘ \’

7: rng < INITPRNG(seed) @ @

8: end function 3

Figure 4. Random-walk reconfigurations.

replayed prefix while introducing new choices only in the ex-
plored suffix. Replay-explore therefore combines the two in-
gredients that distributed-system fuzzing needs: local search
around previously interesting executions and systematic ex-
ploration of new schedule suffixes from those reconstructed
states (the preserved properties are described in §3.5).

3.4 Scheduling Algorithm Interface

Tamias is designed to support different scheduling algo-
rithms. To achieve this, Tamias defines a scheduling algo-
rithm interface as shown in Figure 3. Any scheduling algo-
rithm that implements this interface can be plugged into
Tamias. The interface includes methods for adding events,
picking the next event, and reconfiguring the scheduler with
different policy parameters, such as a new seed. AddEvents
is invoked when new events arrive and passes them to the
scheduling algorithm for scheduling. Next returns the next
event to be scheduled. This allows Tami1As to support differ-
ent scheduling algorithms, such as random walk and PCTCP.

The Run procedure in Algorithm 2 connects the main
fuzzing loop to the scheduling algorithm. It takes a sched-
uling algorithm A, an input I, a scheduler-control policy
program P, and a step range [start, end) as arguments. At
each step s, it uses ApplyPolicy to apply every command
in P[s] before A.Next selects an event. It then executes the
event, intercepts any newly enabled events, and adds them
back to A, allowing schedule generation to adapt as execu-
tion proceeds. Finally, Run returns the observed schedule ¢’
for further exploration.

ApplyPolicy loops over P[s] and dispatches each com-
mand by type (see Algorithm 4 in §A.3). Algorithm poli-
cies call A.Reconfig, input policies add referenced events
through A.AddEvents, and virtual-time policies update the
timer-selection probability. §3.5 further describes algorithm-
specific policies.

3.5 Scheduling Algorithm Policy Mutation

Reconfig is the core interface for applying algorithm-specific
policy changes at the replay—explore boundary. It should
preserve the scheduler state fixed by the replayed prefix and
modify only the state governing future calls to Next. Specifi-
cally, Reconfig resamples future random choices so that the
resulting schedule suffix can diverge from the original, while
preserving the underlying scheduler’s distribution over pos-
sible suffixes from the replayed state under the new policy
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Algorithm 3 PCTCP reconfiguration.

Require: New seed seed, event count n, bug depth d, step s

1: rng < INITPRNG(seed) > new seed
2: Cpe—{ceClc<s} > past change points
3: Cy < SAMPLEDISTINCT([s, n),d — 1 = [Cp]) > resample

4: C(—CPUCf

parameters. We formalize this guarantee below as the suffix-
exploration property, which ensures that replay does not
weaken the scheduler’s exploration from the replayed state.
Figure 4 shows an example of Reconfig for the random-
walk scheduler, which reconfigures the scheduler’s pseudo-
random number generator (PRNG) seed. As shown on the left,
the random walk scheduler uses a PRNG to randomly select
the next enabled event. The scheduler’s Reconfig implemen-
tation creates a new PRNG with the given seed. Hence, as
shown on the right, calling Reconfig before step 2 replaces
the original PRNG with a new one, which can cause the
event schedule to diverge from the original after step 2.
Tamias also supports PCTCP [65] (Probabilistic Concur-
rency Testing with Chain Partitioning), a randomized dis-
tributed event scheduler with probabilistic guarantees, and
provides the corresponding Reconfig implementation. PCTCP
is a generalization of PCT [11] for distributed systems: it or-
ganizes events into chains of causally related events (e.g., a
message and the events it triggers), and assigns each chain a
random priority. At each step, PCTCP picks the first unexe-
cuted event from the highest-priority chain. The key mecha-
nism is priority change points: PCTCP randomly selects d —1
scheduling steps at which it decreases the priority of the cur-
rently executing chain, where d is a user-provided bug-depth
parameter. This guarantees that any bug requiring at most d
ordering decisions is found with probability p > 1/w?n(?~1
per execution, where n and w denote the event count and
scheduling-poset width. PCTCP initially generates these pri-
ority change points by randomly sampling scheduling steps
from the range determined by the total number of events.
As shown in Algorithm 3, PCTCP preserves the priority
changes already applied before step s. Using a fresh seed,
it samples the remaining distinct change points from [s, n)
based on the given n and d. TamM1As may change n for events
introduced by input mutation or d for deeper bugs.
Suffix-exploration property. Replaying the prefix of a use-
ful corpus seed can make Tamias more likely to revisit a
state needed to trigger a bug or other interesting behavior,
instead of rediscovering that state from scratch. This advan-
tage is retained only if replay—explore does not weaken the
underlying scheduler’s suffix exploration from that state.
To see why, let S; denote the system state after executing
0[o,s) together with the scheduler state preserved when the
new policies are applied at step s. Suppose a bug requires first
reaching S and then generating a bug-triggering suffix. The
probability of finding the bug through S; is the probability
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of reaching S; multiplied by the conditional probability of
generating such a suffix from S;. We show that the Reconfig
implementations for random walk and PCTCP preserve the
second factor: once S; is reached, replay—explore gives every
possible suffix the same probability as A alone.

We formalize the suffix-exploration property as follows.
Fix a replayed state S;, mutated inputs I’, future clock and in-
put policies P, and P;, and the final non-random policies
04 of A (e.g., parameters n and d for PCTCP). Let C; =
(S, I ’,E, }7, 04) denote this suffix-generation context. Let
Prpeca) and Pry denote probabilities when the suffix is gen-
erated from C; by replay—explore instantiated with A and
by A alone, respectively. Then, for every possible schedule
suffix o/,

Pr [5:[5,00) =o' | Cs]

RE(A) =Pr[ofse) =0 [ C].

We next show that the random-walk and PCTCP reconfigu-
rations satisfy this property.

Proof sketch. For random walk, Reconfig installs a fresh
PRNG whose future random choices follow the algorithm’s
original distribution. For PCTCP, it preserves the existing
chain state and past priority change points, and resamples
all unused random choices, such as distinct future change
points from [s, n) under the final n and d. Thus, from any
current state, replay—explore and A alone induce the same
distribution over the event selected by A.Next and the result-
ing scheduler state. Executing that event and adding newly
enabled events then induces the same distribution over the
next system and scheduler state. Induction over subsequent
scheduling steps gives the suffix equality. Note that this prop-
erty is not guaranteed by arbitrary mutations of a scheduler’s
future random choices. For example, mutating only a few
entries in a recorded random-choice sequence, as in Fest [44],
leaves the remaining choices fixed and therefore does not
preserve the scheduler’s suffix distribution.

Relation to replay determinism. Replay determinism and
suffix exploration address two separate problems. Replay
determinism determines the possible states reached after the
prefix: a fully deterministic replay would always reach the
same state, while feedback-deterministic replay may reach
different states that produce the same feedback (e.g., branch
coverage). The suffix-exploration property is conditional on
the state reached, so prefix nondeterminism may change
where exploration starts but not the equality between the
suffix distributions induced by replay—explore and by A alone
from that state.

3.6 Feedback-Deterministic Event Interception

Tamias’s replay-explore strategy requires the scheduler to
transparently intercept and control messages, timers, and
thread interleavings on unmodified systems. For each event
type, TaMIAS uses a mechanism chosen to minimize the in-
terposition surface while providing feedback determinism.
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Figure 5. Tamias scheduler state transitions.

Specifically, TaMias (1) intercepts messages using an external
transparent TCP proxy built on iptables, (2) controls thread
interleavings at the kernel scheduler level using sched_ext
(a Linux kernel scheduler extension) via eBPF, and (3) con-
trols timers with a time-dilation-style virtual clock [34] to
avoid timer anomalies. This section explains how Tamias
transparently and deterministically controls events at scale
in unmodified systems as large as MySQL (5.9M LOC) and
MongoDB (7.3M LOC).

3.6.1 Overview. Tamias runs the scheduler and target
processes inside Nyx-Net [72] virtual machines. It uses Nyx-
Net’s snapshot-reload support to restore an initialized cluster
before each test, avoiding repeated cluster initialization. Each
host is instantiated as a container with an IP address from a
user-provided container image and may run multiple target
processes. The scheduler intercepts events using different
interception mechanisms and monitors target processes via
eBPF to determine when to schedule the next event.

3.6.2 Scheduling Model. Scheduling proceeds in a se-
quence of scheduling steps. TAMIAS uses a run-to-completion
model: at each step, the scheduler selects one enabled pend-
ing event and lets it execute until its processing completes
or blocks. During execution, the scheduler intercepts newly
generated events and adds them to the pending set. To pre-
vent a long-running event, such as a spinning thread, from
monopolizing execution, TaMIAs may preempt it. Figure 5
shows the scheduler state machine, which transitions among
Q (Ready), Q (Scheduled), and Q (Active). Each schedul-
ing step begins in (C11).

Detecting activity. When an event is scheduled, the sched-
uler enters O and waits for the system to become active, i.e.,
for any thread to become runnable. When a thread becomes
runnable, the scheduler transitions to O

No wake detection. In some cases, delivering a message
does not immediately wake any thread. For example, the mes-
sage processing thread may be blocked on a lock rather than
polling for new messages. After transitioning to O TamiAs
therefore needs to infer whether any thread will wake to
process the message, since it does not directly intercept and
emulate the network system call interface. Unfortunately, the
kernel does not provide a direct hook that explicitly indicates
“this receive will not wake a thread”

We leverage the fact that the kernel makes scheduling de-
cisions (i.e., whether threads will wake up) during the receive
path, before the corresponding softirqg handler returns.
Thus, when scheduling a message event, TAmIAS uses the
return of the associated softirq as a barrier: if no wakeup
occurs before this point, TAmM1As concludes that no thread
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will wake up to process the message and transitions from
to

uiescence detection. After a thread begins running (at
), Tamias employs quiescence detection to determine
when to schedule the next event, i.e., when to transition to
O. Specifically, it considers the system to be in a quiescent
state when there are (1) no runnable threads and (2) no in-
flight messages between the target system and TAMIAS’s
network proxy.
Implementation details. TaAMIAs implements a monitor
component that tracks the system status. It uses eBPF [22] to
collect execution information from the target system. TAmMIAS
uses kernel scheduling tracepoints to collect process activity
information. Specifically, it traces when a process’s runnable
state changes (e.g., runnable() in sched_ext). TAMIAS uses
kernel network tracepoints (e.g., tcp_sendmsg) to monitor
network activity, such as the number of bytes sent or received
and connection establishment or termination. Compared
with prior work, this approach avoids expensive waiting [43]
and does not require target-side network emulation [56].

3.6.3 Network Interposition. Tamias intercepts and for-
wards network messages through an L4 transparent TCP
proxy. The proxy preserves original source addresses, which
is necessary because some distributed systems require mes-
sages from other nodes to match configured peer addresses.
It also preserves FIFO delivery on each TCP connection,
avoiding violations of TCP assumptions and false bugs.
Benefit. This design has two advantages. First, it produces
fewer, coarser events (logical messages rather than individual
socket operations), reducing the scheduling search space.
Second, not emulating the Linux socket API yields a compact
(420 LOC) network component suitable for large systems.

Remote traffic. To intercept remote traffic destined for other
nodes, Tamias changes the default gateway for such traffic so
that it passes through the proxy container. Inside the proxy
container, TamIAS uses the iptables TPROXY target to capture
the traffic. When the proxy intercepts a connection whose
source and destination addresses belong to nodes or clients,
it binds to the connection’s source address and establishes a
new connection to the destination address.

Local traffic. Local traffic bypasses the default gateway
via the local route table [10]. TAm1AS uses destination NAT
(DNAT) to redirect local messages to the proxy, then source
NAT (SNAT) to hide the proxy address and maintain the
illusion of direct node-to-node communication.

Network partition fault. Tamias supports creating and
healing network partitions between two nodes. To create
a network partition between two nodes, Tamias (1) config-
ures the firewall to prevent new connections from being
established and (2) instructs the scheduler not to schedule
messages between the isolated nodes.
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3.6.4 Timer Interposition. Distributed systems rely heav-
ily on timeouts for failure detection, leader election, and
protocol progression. TAMIAS controls timers by virtualiz-
ing the system’s entire perception of time, an approach in-
spired by time dilation in system emulation [34]: the runtime
controls how virtual time advances, and timeout behavior
follows from that virtual clock. Note that Tamias does not
treat timers as freely permutable events. Instead, it controls
when virtual time advances relative to other events; among
timers themselves, expiration order continues to follow dead-
line order. Currently, TaMIiAs does not support clock skew.
Supporting this would require managing virtual time on a
per-node basis, which is left for future work.

Benefit. This choice preserves timer semantics and avoids
invalid executions caused by arbitrarily reordering timeouts.
For example, protocols based on leases or election timeouts
rely on deadline relationships, not just on the existence of
timers. If the runtime could simply fire any pending timeout
at will, it could violate those relationships. By advancing
virtual time and firing the earliest due timeout, TAmMIAS ex-
plores how timeouts interleave with message and thread
events while keeping timer ordering consistent with the
target’s virtual-time semantics.

Timer emulation. Distributed systems often rely on time-
outs to implement timers. A common pattern is to use polling
system calls (e.g., epoll_wait, poll) with a timeout or sleep,
so that a thread wakes up periodically even if no new events
arrive. TAMIAS’s interception runtime rewrites these timeout
arguments to “infinite”, records the intended timeout with
the scheduler, and then issues the system call. When the
scheduler decides to fire the timer, it advances the virtual
clock and signals the corresponding thread with a special
real-time signal. Upon handling the signal, the interception
runtime rewrites the system call’s return value as if the
thread had been woken by the timeout.

Time emulation. TamMIAs intercepts time-related interfaces,
including calls such as clock_gettime, as well as timestamp-
counter instructions such as RDTSCP, and rewrites their re-
sults to reflect virtual time. At a high level, virtual time is
computed as the start time plus scheduler-advanced time.
Crucially, this value is computed efficiently in the target
process without contacting the scheduler: the process reads
scheduler-controlled time state from shared memory.

Implementation details. Timer control is implemented
using an in-process runtime that intercepts related system
calls. Specifically, TAMIAS uses LD_PRELOAD to transparently
inject the runtime into the target system and intercept libc-
based system calls. For system calls that originate outside
libc, Tamias installs a seccomp [76] filter and registers a
SIGSYS handler to process the selectively intercepted system
calls. Since vDSO-based system calls [46] are not trapped
by the kernel and thus escape the seccomp filter, TamIAS
dynamically patches the vDSO system calls to jump into the
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runtime. Together, these three mechanisms ensure complete
interception of all necessary system calls.

3.6.5 Thread Scheduling. TamiAs uses sched_ext to con-
trol thread scheduling without kernel modifications. The
scheduler has two components. The in-kernel sched_ext pro-
gram acts as a lightweight data plane: it intercepts runnable
threads and enforces scheduling decisions from user space.
The user-space scheduler serves as the control plane and
decides which thread to run next.

Benefit. This approach is more general than intercepting
individual thread synchronization APIs (e.g., pthread or sys-
tem calls such as futex): it captures all sources of thread
runnability through a single kernel hook, without needing
to enumerate and wrap each synchronization primitive. It
intercepts all events that make a thread runnable, not just
explicit synchronization events.

Implementation details. At initialization, the in-process
interception runtime invokes sched_setscheduler to place
target threads under Tamias ’s sched_ext scheduling policy.
When a thread becomes runnable, sched_ext’s enqueue hook
fires and notifies the user-space scheduler of the runnable
thread. When the user-space scheduler selects a thread to run,
it signals sched_ext, which dispatches the chosen thread to
a CPU (via dispatch). To enforce run-to-completion, TAMIAS
assigns an effectively infinite timeslice to avoid unneces-
sary preemptions. Running one thread at a time can still
expose data-race bugs through different serialized thread in-
terleavings. TAMiAs does not explore instruction-level thread
interleavings due to the larger search space. We leave finer-
grained thread interleaving exploration to future work.

3.6.6 Mitigating Non-Determinism. TAMIAS must miti-
gate additional sources of nondeterminism to achieve feed-
back determinism. While the prior sections describe how
Tamias controls nondeterminism through event interception
and scheduling, this section details other sources of nonde-
terminism we identified and the corresponding mitigations.

Network non-determinism. Network nondeterminism can
still arise between the TaAmIAS proxy and the target system.
TCP may coalesce or split application messages across pack-
ets, so Tam1as merges all messages on the same connection
within a scheduling step into one logical message event. Na-
gle’s algorithm can also delay small packets nondeterminis-
tically, so TamM1As disables it by intercepting socket calls and
setting TCP_NODELAY with setsockopt. Finally, a thread may
send messages over multiple connections during a sched-
uling step. Although their kernel send order is determinis-
tic because TAMIAS runs at most one thread at a time, the
messages may reach the proxy in a different order. Tamias
therefore uses the eBPF send trace to reconstruct the kernel
send order and enforce it at the proxy.

Thread transient sleep. During execution, a thread may
nondeterministically block in the kernel while waiting for
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a resource; we refer to such short, unintended blocking as
transient sleep. For example, a thread may briefly block in
fsync while waiting for page writeback. This issue arises be-
cause TAMIAS uses sched_ext to observe and control thread
execution even when it enters the kernel. Transient sleep is
problematic because it is visible to TAMIAS but can be mis-
taken for an intended scheduler-controlled blocking point.
From the scheduler’s perspective, the thread appears to sleep
while waiting for the next modeled event, such as a message
delivery or timer expiration. However, the sleep is actually
caused by a transient kernel-internal resource wait, and the
thread may later wake up without any corresponding event
in TaMIAS’s execution model. This violates the assumption
that thread blocking and wakeup are driven by explicit mod-
eled events, and it further introduces nondeterminism across
runs. To mitigate this issue, TAMIAS maintains a list of kernel
functions that commonly block on transient resource waits,
such as page-fault handling and disk writeback. If a sleep oc-
curs while executing one of these functions, Tamias classifies
it as transient and does not report it to the scheduler.

Entropy sources. To eliminate randomness-induced non-
determinism, TAMIAS controls both OS- and CPU-level en-
tropy sources. For OS-provided randomness, TAMIAS returns
deterministic values for /dev/random, /dev/urandom, and re-
lated interfaces such as getrandom. For CPU entropy, TaMIAS
applies a trap-and-emulate strategy inspired by rr [62]: it
intercepts CPUID and masks out the RDSEED and RDRAND fea-
ture bits so the target system observes these instructions as
unsupported and follows its fallback path. Some applications
may also use process IDs as a source of entropy (e.g., Re-
dis). Hence, Tamias assigns deterministic PIDs by launching
target processes in a separate PID namespace.

3.6.7 Discussion: Comparison with Modist. Modist [81]
achieves the same high-level goal—transparent control over
messages, timers, and threads—by uniformly wrapping OS
APIs (socket APIs for messages, thread APIs for threads,
and time APIs for timers). Compared to Modist, TAMIAS’s
design differs mainly in two ways: (1) the TCP proxy pro-
duces fewer events and avoids the socket API surface; and
(2) sched_ext provides generic kernel-level thread control
without enumerating synchronization APIs.

3.6.8 Discussion: Feedback Determinism. We define
feedback determinism as the property that repeated execu-
tions of the same test case produce the same feedback. In
TamMias, the feedback is branch coverage. To achieve this
property across our six target systems, TAMIAS controls mes-
sage delivery, thread scheduling, timer firing, random en-
tropy, and other relevant sources of nondeterminism. When
feedback determinism holds while other nondeterminism
remains, the concrete executions may still differ, but Tamias
treats them as the same behavior because they produce the
same feedback. Thus, the remaining nondeterminism does
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Table 1. Target distributed systems. #GR denotes the number
of grammar rules Tamias uses, excluding literal-only rules.

Name Type Lang. LOC Ver. #GR
Redis [53] KV store C 327K 7.4.1 104
MongoDB [59] Doc database C/C++ 7268 K 8.0.1 56
MySQL [64] SQL database C/C++ 5942K 8.4.2 N/A!
eted [23] KV store Golang 210K 359 44
Nuraft [3] Dist. protocol ~ C/C++ 35K 3.00 5
Braft [6] Dist. protocol ~ C/C++ 32K 112 3

not change feedback-based decisions such as whether a test
is retained or whether new feedback is discovered. For exam-
ple, Redis” CLIENT INFO command may report a different
TCP port number across executions of the same test case, but
always produces the same branch coverage. Therefore, the
program behavior of this INFO command test case is treated
as equivalent under the chosen branch-coverage feedback
abstraction. When feedback determinism fails, the same re-
tained test may instead produce different feedback across
executions, making the corpus unstable: it may fail to re-
produce the discovery for which it was retained. Feedback
variations may also create redundant corpus entries: a muta-
tion of an existing test may appear to discover new feedback
solely because uncontrolled nondeterminism changes its
execution, causing the fuzzer to retain it unnecessarily. Fi-
nally, TaMIAS’s current determinism guarantee is specific
to branch-coverage feedback and does not automatically ex-
tend to finer-grained feedback or full execution determinism,
which may expose additional nondeterminism that TAmMIAS
does not currently control.

4 Implementation

Implementation complexity. Table 5 in the appendix shows
Tamias’s LOC breakdown and implementation languages.
In total, Tam1As comprises 13,496 lines of code.

Branch coverage collection. Tamias implements language-
specific runtimes for collecting branch coverage. For C/C++

programs, TAMIAS uses LLVM’s trace-pc-guard instrumen-
tation [68]. For Go programs, TAMIAS uses the -d=1libfuzzer

option [52], which records visited branches in an in-process

bitmap. Upon receiving a signal, the TAmiAs Go runtime

copies this bitmap to the fuzzer.

Tamias excludes coverage generated during system initial-
ization because it is not input-driven. Marking such branches
as covered could prevent later inputs that reach them from be-
ing identified as interesting. Therefore, TAMIAS clears cover-
age before taking the post-initialization VM snapshot (§3.6.1).
Bug detection. Tamias detects crashes, memory errors,
and silent semantic bugs. It detects crashes by monitoring
whether a node exits abnormally. For C/C++ targets, TAMIAS
enables AddressSanitizer by default to detect memory errors.

1For MySQL, #GR is not applicable because Tamias uses SQLSmith to gen-
erate input rather than a hand-written grammar.
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Semantic checkers are target-specific. For etcd, we ported
its CI semantic checkers, including its Porcupine-based lin-
earizability checker [36] and watch-response checkers. Inte-
grating them took about one person-day.

5 Evaluation

We evaluate TamiAs’s effectiveness and performance on sev-
eral large real-world distributed systems.

Testbed. We ran our experiments on bare-metal CloudLab
machines [21] with two Intel Silver 4114 CPUs and 192 GiB of
RAM, running Ubuntu 22.04 with hyper-threading enabled.

5.1 Target Applications

In this section, we discuss our experience in supporting new
distributed systems on Tam1as. We chose widely used real-
world distributed systems, as shown in Table 1. For all sys-
tems, we tested their release versions. Thus, the evaluated
targets have passed internal quality control and constitute
a significantly higher bar for a testing tool than develop-
ment versions do. The systems are implemented in different
languages, namely C/C++ and Golang.

Configurations. We focus on testing the production-ready
distributed modes of the target applications. For Redis, we
test its cluster mode [54] using a three-node cluster, which
shards the keys across the nodes. For etcd and MongoDB,
we test their replication mode using a three-node cluster.
For MySQL, we test its NDB cluster mode [63] using a five-
node cluster, which consists of two SQL API nodes that serve
client requests, an NDB management node, and two NDB
data nodes. For Nuraft and Braft, we test their echo-server
and atomic-register examples in three-node clusters.

Application modifications. TAMIAS requires no porting ef-
fort. We did not modify the source code of any target system.
For MongoDB and Nuraft, we only disabled the timerfd op-
tion at compile time, because this feature is not yet supported
by our current prototype. This does not require application
changes: Both systems use ASIO [18], which provides a fall-
back timeout implementation based on epoll_wait when
timerfd [45] is unavailable. We leave native timerfd support
to future work.

5.2 Bug Finding

As shown in Table 2, Tamias found 13 distributed system
bugs across five evaluated target systems. Twelve were pre-
viously unknown. These include crashes, memory errors,
assertion failures, performance issues, and semantic bugs.
Application developers have confirmed eight, including three
that have been fixed. The bugs labeled as “analyzing” in the
table are still under investigation due to the complexity of the
target systems and the difficulty of reasoning about the bugs’
root causes. Among the bugs we analyzed, Redis-2, ETCD-2,

“The developer responded that the ETCD-2 bug had been reported previ-
ously; thus, we do not classify it as previously unknown.
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Table 2. Bugs found by Tamias. Twelve bugs were previously unknown, and application developers have confirmed eight,

including three that have been fixed.

ID Description Impact Status Introduced
Redis-1 Slot number assertion failure during reconfiguration Crash Pending 3.0.0 (2014)
Redis-2 Null pointer dereference of role structure during reconfiguration Crash Reported 3.0.0 (2014)
ETCD-1 Incorrect watch revision after snapshot transfer Semantic Fixed 3.1.11 (2017)
ETCD-2  Race between clearing and applying snapshots Crash Confirmed?  3.5.0 (2020)
MySQL-1  Excessive epoll wakeups after a peer closes a connection Performance Confirmed 5.1.30 (2008)
MySQL-2  Index-statistics assertion failure during concurrent schema change Crash Confirmed  5.7.10 (2015)
MySQL-3  Schema change not propagated with an active remote client Crash Fixed 8.0.23 (2020)
MySQL-4  Assertion failure in ha_ndbcluster: :read_time Crash Confirmed  8.0.28 (2021)
MySQL-5 Assertion failure in ha_ndbcluster::get_metadata Crash Analyzing -

MySQL-6  Assertion failure in Ndb_free_list_t() Crash Analyzing —

MySQL-7  Use-after-free during commit while blob operations are still in progress ASAN Analyzing —

Mongo-1  Use-after-free when the oplog is truncated during a read ASAN Fixed 7.1.0 (2023)
Nuraft-1 ~ Snapshot-finalization crash during a concurrent role change Crash Reported 3.0.0 (2023)

MySQL-2, MySQL-3, MySQL-4, Mongo-1, and Nuraft-1 re-
quire a specific ordering of nondeterministic events, such as
reordered network messages or carefully constructed thread
schedules. The remaining bugs can be triggered by specific
sequences of client requests. MySQL-1 was found while we
were configuring MySQL for Tamias. A more detailed analy-
sis of all investigated bugs is provided in §A.1.

Case study: how Tamias triggers Nuraft-1. Here we study
how TaMIAS’s mutation process helps trigger Nuraft-1 (Fig-
ure 2). Tamias tracks the mutation history and execution
logs of each corpus test case, allowing us to inspect how a
test case is generated and executed. We examine the muta-
tion trace of a test case that triggers Nuraft-1. The mutation
trace 62 — 64 — 70 — 80 — 82 — 83 — bug shows how the
test case was mutated. Each number is a corpus test case ID,
and each arrow denotes that one test case was derived from
another through mutation. The first step from 62 to 64 mu-
tates the input, while the later steps mainly mutate scheduler
policies to explore new schedules from the retained prefix.
By inspecting the execution logs, we found that the early cor-
pus test cases (i.e., 62 and 64) first trigger an event-schedule
prefix that grows the log and creates lagging followers, par-
tially establishing @ in Figure 2. The subsequent corpus test
cases (i.e., 70 and 80) preserve this prefix but explore other
behaviors that do not contribute to the bug. Corpus test case
82 is the first to place the receiving node N1 into a long-lived
snapshot-installation state, thus reaching @ on top of €.
Test case 83 drives the leadership change and the delivery of
an overlapping second snapshot-installation message, reach-
ing @ and @. Finally, the bug-triggering test case releases
additional late requests only after this deep state has been re-
constructed, triggering the crash at snapshot finalization, i.e.,
©: A model checker could find this bug if given the correct
input, but exploring the required schedule from scratch may
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Figure 6. DistFuzz comparison over 24 hours.

still be inefficient. In our ablation, P-IM uses feedback-guided
input mutation but runs PCTCP from scratch for each test;
it did not find NuRaft-1 in ten 24-hour trials, whereas P-ISM
additionally mutates event schedules using replay-explore
and found the bug in two trials.

5.3 Comparison with Prior Work

In this section, we compare the effectiveness of Tamias with
prior work. We choose DistFuzz [86] as the baseline because
it is a recent state-of-the-art distributed system fuzzer. We
use branch coverage as the evaluation metric because it is a
basic measure of the behaviors explored through fuzzing.
Our goal is to compare the two systems’ effectiveness at
exploring concurrency while minimizing differences in in-
put grammars or fault models, which can significantly affect
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Table 3. Branch coverage across Tamias configurations.

Branch Coverage (Mean + Std.)

Target

I R R-IM R-ISM (TaMIAS)
Redis 4,649 +- 24 5,124 +- 117 5,521 +- 52
MongoDB || 90,812 +- 1,507 99,981 +- 5,156 110,997 +- 4,465
MySQL 21,481 +- 133 21,833 +- 221 22,416 +- 457
eted 13,064 +- 849 13,296 +- 975 13,922 +- 76
Nuraft 3,420 +- 6 3,421 +- 4 3423 +-7
Braft 1,949 +- 6 1,968 +- 11 1,977 +- 8

[ P P-IM P-ISM (Tamias)
Redis 4,809 +- 56 5,284 +- 149 5,442 +- 138
MongoDB || 99,654 +- 4,494 110,276 +- 1,918 112,277 +- 856
MySQL 21,019 +- 97 21,072 +- 160 21,014 +- 178
eted 13,783 +- 15 13,804 +- 23 13,952 +- 57
Nuraft 3,817 +- 34 3,868 +- 50 3,935 +- 79
Braft 1,973 +- 2 1,986 +- 3 1,986 +- 3

reachable code paths. To ensure a fair comparison, we align
the two systems’ external input spaces and test setups as
closely as possible. Both fuzzers test the same instrumented
binaries under the same configurations. DistFuzz supports
a different fault model that may assume faulty OS or trans-
port behavior, which is outside TAMIAS’s target data-center
deployment scenario. We therefore disable these additional
faults. For example, DistFuzz injects message loss or dupli-
cation above TCP, which violates TCP’s reliable byte-stream
abstraction. We also disable node restart in DistFuzz, restrict
Tamias to grammar elements supported by DistFuzz (e.g.,
SET and GET), and allocate five CPU cores to each system.
For both systems, we clear the coverage bitmap after cluster
initialization and measure only the coverage produced by
each subsequent test execution.

We evaluate on the targets supported by both systems,
namely etcd, NuRaft, Redis (Raft), and Braft. For each setup,
we conduct 10 independent 24-hour trials. This 24-hour bud-
get is common in prior fuzzing evaluations [42, 70].

Figure 6 shows the results. Compared to DistFuzz, TAMIAS
achieves 47%, 19%, 4%, and 11% higher branch coverage
on etcd, Nuraft, Redis (Raft), and Braft. This is mainly be-
cause TAMIAS can systematically steer executions toward
diverse behaviors through fine-grained event control. For in-
stance, TaM1As triggered a legacy NuRaft snapshot-election
bug [2] through systematic exploration of message deliveries
and timer firings, exercising hundreds of additional error-
handling branches, but DistFuzz did not trigger this bug in
any of the 10 trials.

5.4 Ablation Study

We evaluate how the mutation of input and scheduler-policy
programs contributes to fuzzing effectiveness. To control for
randomness, we evaluate each configuration in 10 indepen-
dent 24-hour trials, using 11 1-vCPU Nyx VMs per trial. We
compare three configurations:
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Table 4. Number of runs (out of 10) in which the bug was
triggered in 24 hours. Bold indicates the best result within
each scheduler algorithm.

I Random Walk | PCTCP
Bug

|| R RIM R-ISM(Tamias) | P P-IM  P-ISM (Tamias)
Mongo-1 0 0 9 10 10 10
ETCD-1 0 1 2 0 2 4
MySQL-3 || 0 2 10 0 0 3
MySQL-4 || 4 4 5 0 0 0
Redis-1 0 9 10 0 8 8
Redis-2 0 0 5 0 0 6
Nuraft-1 0 0 0 0 0 2

e Random exploration (R/P): inputs and schedules are
randomly generated without mutation; inputs are still
derived from the grammar, and the scheduler-policy
program contains a randomly generated policy that
serves as the scheduler’s initial configuration. R(-) and
P(-) denote random-walk and PCTCP, respectively.

e Input mutation (R-IM/P-IM): random schedule ex-
ploration with input-program mutation;

¢ Joint mutation (R-ISM/P-ISM): mutation of both in-
put and scheduler-policy programs.

5.4.1 Branch Coverage Effectiveness. In Tamias, branch
coverage is measured using the number of unique branches
executed in the target applications. Figure 7 and Figure 8
plot coverage over time; Table 3 reports final values.

For final branch coverage, as we gradually enable more
mutation features, coverage generally improves across tar-
gets and scheduling algorithms. Compared with the baseline
(R/P), enabling all features (R-ISM/P-ISM) improves coverage
by 18.8%, 22.2%, 4.4%, and 6.6% for Redis, MongoDB, MySQL,
and etcd, respectively, under the random-walk scheduler;
and by 13.2%, 12.7%, and 1.2% for Redis, MongoDB, and etcd,
respectively, under PCTCP. Nuraft also improves by 3.1%
under PCTCP. While some of these relative improvements
may seem modest, they still correspond to substantial ab-
solute gains in coverage, ranging from tens to over twenty
thousand additional covered branches depending on the tar-
get; for example, joint mutation covers 20,185 more branches
in MongoDB under random walk and 12,623 more under
PCTCP. Moreover, much of the baseline coverage comes
from easily reachable code paths exercised by issuing simple
valid client commands, which are triggered by the first few
test cases and can be readily generated from our input gram-
mar. Statistical significance is assessed using Mann-Whitney
U-tests (detailed results in Appendix Table 6).

Interestingly, we also observe that the benefit of joint mu-
tation appears related to the diversity of the input space. As
shown in Table 1, several targets with larger grammars, such
as Redis (#GR=104), MongoDB (#GR=56), and etcd (#GR=44),
exhibit clearer gains from joint mutation, whereas targets
with much smaller grammars, such as Nuraft (#GR=5) and
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Figure 7. Branch coverage for Redis Cluster, etcd, and Mon-
goDB. Lines show means; shading shows min-max ranges.

Braft (#GR=3), show more limited improvement. This is con-
sistent with the intuition that joint mutation is most use-
ful when the fuzzer can combine many input variants with
event-schedule exploration, creating a larger search space.

Impact of scheduling algorithms. We observe that mu-
tation in Tamias improves both evaluated scheduling algo-
rithms, i.e., random walk and PCTCP, in branch coverage
and bug finding. We also observe that, although PCTCP gen-
erally achieves higher coverage than random walk, it does
not dominate in all cases. For example, on MySQL, random
walk and its mutation variants (R-IM and R-ISM) achieve
higher coverage than PCTCP and its variants, which may
be partly due to PCTCP triggering more spinning behavior
and thus limiting the benefit of additional mutation. This
suggests that different scheduling algorithms may be bet-
ter suited to different systems, and that TAM1AS’s mutation
techniques can improve the effectiveness of multiple sched-
uling algorithms, providing flexibility in choosing the most
suitable algorithm for a given target.

5.4.2 Bug Finding Effectiveness. We also report the ef-
fectiveness of our mutation techniques in triggering the pre-
viously unknown bugs. Table 4 shows the number of trials
(out of 10) in which a bug was triggered within 24 hours. A
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Figure 8. Branch coverage over time for MySQL, NuRaft, and
Braft. Lines show means; shading shows min-max ranges.

bug is included if it was triggered by at least one configura-
tion in at least one trial. Bugs not listed in this table require
a larger testing budget to trigger. In general, mutation tech-
niques improve bug-finding effectiveness. For example, the
Redis-2 and Nuraft-1 bugs were only triggered when both
input and schedule mutation were enabled (R-ISM/P-ISM).

5.5 Feedback Determinism

We evaluate feedback determinism by measuring the stability
of each corpus test case. Specifically, we replay each corpus
test case five times and compare the branch coverage. If a
branch is not covered in all trials, we consider it unstable.
All evaluated targets achieve feedback determinism.

6 Related Work

This section complements the related work in §2.

Feedback-guided distributed-system testing. Several re-
cent systems apply feedback-guided testing to distributed
systems but differ from Tamias in their targets and scope
of control. ModelFuzz [33] uses coverage of states in an ab-
stract formal model (e.g., a TLA+ specification) as feedback
for testing distributed system implementations. This feed-
back captures protocol-level semantics but requires a suitable
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formal model and an event-to-model mapping; its evaluated
targets are also source-instrumented for message intercep-
tion. DistFuzz [86] uses symmetry-pruned network-message
sequences as black-box feedback, avoiding coverage instru-
mentation. TAmIAS instead uses branch coverage to guide
mutation based on internal code-path behavior. §2 discusses
how Tamias’s schedule exploration differs from DistFuzz.

UpFuzz [35] and Fest [44] are two recent concurrent works.
UpFuzz targets data-format incompatibility bugs during dis-
tributed storage system upgrades, a problem complemen-
tary to fine-grained internal-event exploration. Fest gener-
ates schedules for distributed system models written in P,
whereas Tamias tests unmodified implementations. More-
over, Fest focuses on schedule mutation, while Tamias jointly
mutates inputs and fine-grained message, timer, and thread
schedules. Finally, unlike Fest’s generic, sparse mutation of
recorded random choices, Tamias uses scheduler-specific re-
configuration to preserve the scheduler’s suffix distribution,
retaining the benefit of replay without weakening subse-
quent exploration (§3.5).

Model checking implementations. Much prior work has
studied model checking for distributed system implementa-
tions. Such work often focuses on controlling and exploring
nondeterministic events at fine granularity, enabling system-
atic exploration of the scheduling search space [43, 56, 81].
For example, SAMC [43] intercepts network messages from
Java-based applications and delivers them one at a time.
Some approaches [65, 81] further provide formal guaran-
tees, such as sound reduction techniques to prune redun-
dant schedules or sampling strategies with probabilistic guar-
antees. More recent systems [17, 74, 77] check whether a
distributed system implementation conforms to a formally
specified model (e.g., a TLA+ specification). However, ex-
isting approaches have several limitations. First, such tech-
niques do not leverage runtime feedback to guide explo-
ration. Second, they do not explore the external input space
(e.g., client requests), instead relying on predefined input
workloads provided by users. Finally, many require appli-
cation changes [43, 56], adding porting effort. In addition,
TaMias’s event-interception techniques differ from those of
existing distributed system model checkers, as explained in
Section 3.6.7. Tamias focuses on concurrency exploration
and leaves disk and memory fault injection as future work.

Deterministic execution. Prior deterministic-execution
and record-replay systems target threads, processes, contain-
ers, or kernels, rather than transparent distributed systems [8,
16, 51, 61, 62, 83]. ODR [4] relaxes the determinism require-
ment to output determinism for single-node multicore debug-
ging to improve performance. FoundationDB [85] supports
deterministic simulation testing but requires co-design of the
DBMS and framework. Shadow [37, 38] executes unmodified
distributed applications in a deterministic network simu-
lator by intercepting all system calls [38]. Tamias instead
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targets the fuzzing-sufficient guarantee of feedback deter-
minism and shows that it can be supported through selective
interposition, reducing interposition complexity and eas-
ing compatibility with large, real-world distributed systems.
Moreover, Shadow does not provide feedback-guided fuzzing
or schedule exploration. A recent concurrent work, Fizzle [7],
provides deterministic coverage feedback for single-node net-
work servers. However, Fizzle does not target multi-node dis-
tributed systems or integrate concurrency exploration algo-
rithms with feedback-guided mutation. Furthermore, Fizzle
relies on LD_PRELOAD-based library interposition, which can-
not capture raw system calls that bypass dynamic libraries
(e.g., those in the Go runtime), limiting its compatibility.

Finding distributed system bugs. Prior systems [12, 15, 20,
49, 50, 57, 69, 79, 84] target specific types of distributed sys-
tem bugs. For example, CSnake [69] targets self-sustaining
cascading distributed failures. These systems typically use
domain-specific optimizations to prune the search space. In
contrast, TaMIAs does not assume a particular bug class and
provides a general testing framework for distributed systems.

Concurrency testing. Empirical studies have character-
ized real-world concurrency bugs in user-space applications
and the Linux kernel [30, 55]. Other work develops testing
techniques for concurrent programs and kernels [11, 14, 26,
28, 29, 31, 39, 40, 47, 60]. For example, Snowboard [29] uses
potential memory communications inferred from dynamic
memory-access traces to guide input and schedule explo-
ration for kernel concurrency testing. Wolff et al. [78] use
feedback-guided fuzzing to explore thread schedules in mul-
tithreaded programs. These approaches target single-host
concurrency and do not control distributed-system events
such as network-message delivery. Tamias instead jointly
mutates client inputs and distributed event schedules span-
ning messages, timers, and threads.

7 Conclusion

In this paper, we presented Tamias, a distributed-system
testing tool that combines transparent fine-grained event
control with replay-explore mutation for systematic concur-
rency exploration. By targeting feedback determinism rather
than full execution determinism, TAMIAS enables effective
and practical testing without requiring broad system-level
emulation or source-code modifications. Our evaluation on
six real-world distributed systems shows that Tamias finds
new bugs and improves coverage over the state of the art.
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A Appendix (Not Peer-Reviewed)
A.1 New Bug Descriptions

This section describes in detail the symptoms and root causes
of the new bugs found by Tamias.

Redis-1. In a Redis cluster, each key is assigned to a slot,
and each master owns a partition of the slots. By design,
a replica node is not allowed to hold slots. However, the
ADDSLOT command can add new slots to a replica node. Later,
changing this replica node’s master triggers an assertion
failure.

Redis-2. In a Redis cluster, a node stores its role in flag, e.g.,
whether it is a master or replica. When it is a replica node, it
also uses a slaveof pointer to track its master node metadata.
When the flag is set to replica, the slaveof pointer should
not be NULL. However, after a replica node is reconfigured
as a master, if it receives a stale MEET message that it sent
to itself while it was a replica, the node incorrectly sets its
flag to replica while leaving slaveof as NULL. This triggers
a NULL pointer dereference because some code assumes that
slaveof is non-NULL for a replica node.

ETCD-1. ETCD uses Raft as its state machine replication pro-
tocol. ETCD maintains a revision, which is a global version
counter that increases monotonically whenever key-value
changes occur. ETCD allows a client to watch for changes
to certain key ranges starting from a given revision. How-
ever, when a follower node lags behind (e.g., due to a tran-
sient network partition) and receives a snapshot from the
leader, it incorrectly decreases the user-specified starting re-
vision of ongoing watch requests. Clients then receive watch
responses with revisions lower than the specified starting
revision.

ETCD-2. During a leader change, the new leader produced
two snapshots in rapid succession (e.g., due to a network
partition). The follower began applying the first snapshot,
but before completion, the arrival of the next snapshot caused
the cleanup logic to delete the earlier snapshot as “orphaned”.
When the follower later attempted to open the backend for
that snapshot, the file was missing, leading to a panic.

MySQL-1. MySQL cluster nodes use epoll_wait to monitor
network connections. Specifically, each node uses one thread
to monitor epoll events and another thread that wakes up
periodically (every 100 ms) to garbage-collect closed connec-
tions. The monitoring thread informs the garbage collection
thread by updating the shared data structures. Because the
monitoring thread does not remove the closed socket from
the epoll file descriptor, the thread is immediately woken
again when it enters epoll_wait (due to the level-triggered
mode), incurring high CPU usage. This continues until the
garbage-collection thread wakes up and removes the closed
socket from the epoll file descriptor.
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Table 5. Core components of TamiAs’s implementation.

Component LOC Language
Fuzzer 3,152 Go
Scheduler
Scheduler misc. 2,678 Go
Network proxy 420 Go
Monitor (userspace) 2,365 Go
Monitor (eBPF) 1,343 C
In-process runtime 3,538 C
Total 13,496

We discovered this performance bug while configuring
MySQL for Tamias: allowing longer execution before sched-
uler preemption exposed prolonged spinning caused by these
repeated wakeups.

MySQL-2. A typical MySQL cluster consists of three types of
nodes: management nodes (ndb_mgmd), data nodes (ndbd), and
API nodes (mysqld). API nodes receive SQL requests from
clients and interact with the data nodes to process them. This
bug causes the assertion index_stat_list==nullptr to fail
on API nodes, leading to crashes. The bug occurs when an
API node accesses index statistics during query processing
after receiving a schema update event. Specifically, the API
node uses NDB_SHARE as a reference to a table-metadata struc-
ture, and the index_stat_list field in NDB_SHARE tracks the
allocated table index-statistics structures used to optimize
queries. The assertion requires index_stat_list to be freed
before a dropped NDB_SHARE structure is destroyed. However,
this assertion is violated when the following conditions are
met: An API node receives a SQL update request and starts
processing it. Later, before processing finishes, this node
receives a schema update event for the same table from a
data node, which can be caused by an ALTER request from
another API node. A thread starts invalidating the stale table
metadata and also marks the NDB_SHARE used by the SQL-
processing thread as dropped. If the SQL-processing thread
subsequently allocates and retrieves an index-statistics struc-
ture, index_stat_list becomes non-NULL, thereby violating
the aforementioned assertion.

MySQL-3. In MySQL NDB with two API nodes, creating a
secondary index can race with table-share caching. When
an API node handles an index schema update, it invalidates
the table cache; however, a stale table share without the new
index can be recreated immediately after invalidation and
escape further invalidation. If another thread later processes
an ALTERTABLE command using this stale share, the NDB
metadata and the DD table definition diverge, triggering an
assertion failure.

MySQL-4. In MySQL NDB, each API node maintains table
statistics used by the query optimizer. The statistics field
stats.records must always be non-negative. However, af-
ter a concurrent insert and transactional delete+update, the
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Table 6. Mann-Whitney U-test P-values comparing the ef-
fectiveness of different test case generation methods. Bold
values indicate statistical significance at the 0.05 level.

Redis MongoDB MySQL  eted  Nuraft Braft
R/R-IM 1.8e-04 3.3e-04 1.2e-02 2.1e-02 2.4e-01 5.6e-03
R-IM/R-ISM 1.8e-04 1.8e-04 8.5e-03 7.3e-03 4.0e-01 7.5e-02
R/R-ISM 1.8e-04 1.8e-04 1.8e-04 1.8e-04 7.3e-01 1.8e-04
P/P-IM 1.8e-04 3.3e-04 5.1e-2  1.8e-04 2.2e-03 1.6e-04
P-IM/P-ISM 1.1e-02 5.8e-03 5.7e-01 2.4e-04 2.8e-02 7.9e-01
P/P-ISM 1.8e-04 3.3e-04 8.5e-01 1.8e-04 5.8e-04 1.7e-04

stats.records value can be updated to -1 (interpreted as
UINT_MAX), leading to an assertion failure.

Mongo-1. In MongoDB, a use-after-free can occur during
collection scanning when the oplog is resized concurrently.
The collection scan stage explicitly abandons the active snap-
shot if it needs to wait for earlier oplog writes. If a concurrent
resize operation frees and replaces the oplog instance during
this window, the existing CollectionPtr becomes invalid.
Subsequent accesses in the scan continue to use the stale
pointer, resulting in a heap use-after-free and server crash.
Although the possibility of invalidating a CollectionPtr dur-
ing snapshot abandonment had previously been mentioned
in the issue tracker, no concrete triggering scenario was
known. Our testing identified a specific workload that reli-
ably triggers a use-after-free, and we provided ASAN evi-
dence to developers. They confirmed and released a fix soon
after our report, indicating that our finding exposed a previ-
ously unconfirmed bug.

A.2 Tamias Performance

In this section, we measure Tamias’s fuzzing throughput on
different targets. TAMIAS executes test cases using a 1-vCPU
Nyx VM [71], which supports fast VM snapshot reloading.
Thus, TaMIAS can easily scale the execution throughput by
increasing the number of VMs it uses. To measure peak per-
formance, we disable TamiAs’s auxiliary diagnostic features,
such as the collection of node logs and working directories.
The virtual time budget for each execution is set to 1 second.
We conduct the experiments on a machine with a 24-core
AMD EPYC 7402P processor (48 hardware threads) and 128
GiB of RAM. TaMias is configured to use 36 VMs. We run
each fuzzing campaign for 5 minutes.

As shown in Table 7, fuzzing Redis achieves the highest
throughput, up to 33 executions per second, while the other
target systems have lower throughput. Two factors explain
these results. First, these systems produce more events than
Redis. For example, MySQL (NDB cluster) produces more
timer events through epoll_wait (every 10 milliseconds),
which adds scheduling overhead for Tamias. Second, some
target-system clusters contain more nodes. For example, we
use 5 nodes to build the MySQL cluster and test its sharding
and replication functions.
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Table 7. Fuzzing throughput (executions/s) using 36 1-vCPU
VMs on a machine with 24 cores (48 hardware threads).

Redis ETCD MongoDB MySQL Nuraft Braft

33 4 7 4 24 28

Tamias achieves higher throughput than distributed-system
testing tools that systematically control event schedules. For
example, other tools [43] report exercising more than 100,000
executions in 48 machine-days, which corresponds to much
lower throughput than Tamias provides.

A.3 Applying the Schedule-Control Policy

Algorithm 4 details the ApplyPolicy call in Algorithm 2: it
processes the command list Q = P[s] before Run selects the
next event.

Algorithm 4 AppryPoLricY(A, I, clk, Q).

Require: Algorithm A, input program I, virtual clock clk, policy-
command list Q
1: forallp € Q do
if p.type = ALcoriTHMPOLICY then
ARECONFIG(p.args) > reconfigure future choices
else if p.type = INpuTPOLICY then
E « ToEvENTS(I[p.ids]) » resolve referenced inputs
A.ADDEVENTS(E) > make inputs schedulable
else if p.type = VIrTUuALTIMEPOLICY then
clk.timerProb « p.probability > update timer selection
9: end if
10: end for

2
3
4
5:
6
7
8
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